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This presentation was originally
given by:

Larry A. Marks
PricewaterhouseCoopers

At the 2002 Windy City Summit

For questions about this material contact Larry at:

larry.marks@us.pwcglobal.com



RAUD:
THOUGHT IT
JONLY HAPPEN

OTHER GUY!

Larry A. Marks
larry.marks@us.pwcglobal .com
847/274-1945 Phone
847/432-8245 Fax
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Check Erauci2ersys

Throughout the 1990'st
bank robberiesevery ye
fewer than 6,000 per yee
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Sour ce: FBI
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Why So MUchiChECke=EIE:
® Big Payoffs!

e PC's

® Easy to use, " user

® Scanners
® Color inkjet and le

@ Portable MICR en
e Easy to obtain |.D

PRICENVATERHOUSH(QOPERS B



WIHIRYeItf ocog)e siza]?
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Who IS the meSisikEAGESIEE]
money fromeuiscoiociiN

A hint, it is not the peor
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Reasons; o Sigeis
(BerewWine)

e Angry at firm (T

® Sicknessin famil

® Gambling losses

e Drug use (alcohol

e Out of control dek

® Divorce




How Do) the BauiGiysaSEigyy,
ChecksZ IERENNEEHENG);

Theft of check or image of check L ow

Return of goods for check refunc L ow
Theft from U.S. Postal System M oder ate

Theft from your office Higher

Purchased from one of your emp Very High
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Who Are thellnVvisiislEN=ErsENlg
VIV O CEY:
® Cleaning staff

® Anyone with afadk
knotted tie, pulling
suitcase

® Messengers
® Employees
® Theplant “lady” (
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Let’s PlayaiEGeimEnyiiig
elssorels
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Your firgt, last or kid's name
“ Secret”

Stress-related words “ deadl|
“work”

Sports teams or terms “Bull
“Golfer”

“Payday”

“Bonkers’

Current season, “ Spring,”
“ Summer”

Y our ethnic group

Repeated characters “aaaaa,”
bbbb

® Obscenities, sexua terms

I-E e PRICENVATERHOUSH(QOPERS @
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® Taped to monitor
® Under keyboard

® |ntop right-hand dr
® Under desk mat

® \\ritten inside cove
on desk

® Inwallet

ANV E RGO
ExERREESS

Where Passwordisrar

@
:—
al
el
@
=

PRICENVATERHOUSH(QOPERS B



ldentity/Siigeiio
1997 losses
Costs to Financial |

Stolen personal identifie
Social Secur
Driver’slice
ATM pin co
Telephone c:
Checks
Credit cards
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How tor GUare

Don’'t carry extra credit
anything else with impo
Remove your name fro

reporting bureaus

Install alocked mailbox
unlocked facility

Cancel all unused credit
Order a credit report onc
Always save credit card
Create pin numbers that

ANV E RGO
ExERREESS
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How tor GUare

Never print your Social S
checks

Carefully review credit ce
phone bills

Don’t throw away pre-ap

without tearing them up f
Write checks with fine-pc
Use electronic bill payme
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CASE STUDY NO. 1
INTERNAL FRAUD
CASH RECEIPTS ERAUD

| E—

Facts of the case:

® Bookkeeper was crec
cash receipts (Laggi

® Lack of supervision

@ Internal controls not

® $750,000 embezzled
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What Went Wro

® NO proper supervisia
® Lack of internal cont
the company-cash be

® Financia data not re

—

STUDY NO
AL
CASH RECEIPTS FRAUD.

FRAUID
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CASE STUDN NOHL
IAL ERAUID
CASH RECEIPTS FRAUD

Proceduresto Co

® Proceduresto includ
records

® Review of recaelvable

® Proper internal contrc
® Background checks
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CASE STUDY N@. 2
INTERNAILEIRAWTID
LOST INVENTORY

Facts of the case:
® |nventory depleting

® Inventory recelved o
® Receiving dock empl

® Lossinthe millions
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INTER

What was wrong

® No security system

® Lack of internal contr
Inventory

® No review of invento

® Physical inventoriesc

TUDY NO. 2

J

AL FRAUID

LOST INVENHIORY
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CASE STUDY NO: 2
INTERNAL ERAUD
LOST INVENTTORNM
How doesit ge

@ State of the art s
type of security

@ Cycle counts per
® Limited accesstc
O Proper document

® Background chec
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CASE STUDY NO. &
INTERNAL ERAUID
CHECK FRAUD
Facts of the case:

@ Controller had compl
records

® Authorized signer

® Recorded cash receipt
prepared bank reconc

® Falsified documents,
® Millions embezzled

I-E S PRICENVATERHOUSH(QOPERS B



CASE STUDY NO:S
IAICEIRANTID
CHECK FRAUID

Problemsthe
® NO proper supe

® Lack of internal
segregation of ¢

® No internal Inst
® Ownersdid not
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CASE STUDY NO: S
IAICEIRANTID
CHECK FRAUID

Corrective Proc
® Proper segregation
@ Control over check
@ Control over recalv
® Owners need to be
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J

> [O NOTE

® Most thieves are not
® Morethan likely the

® Fraud isacrime of ¢
® Personal fraud ison
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PROPER/ CONTRGIIS
OVERAILL

® Procedure manual

® Periodic review of p
® Segregation of dulti
@ Rotation of personne

® Mandatory vacation
@ Fraud hotline
® Background checks
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CONTROLS
INVENTORY

® Procedure manual

® Segregation of duties
@ Physical counting of
® Limited physical acce
® Limited accessto inv

® Proper documentatio
® Limited areas of rece

® Survelllance controls

I-E S PRICENVATERHOUSH(QOPERS B




® Procedure manual

® Segregation of dulti
® Limited accessto re
® Proper documentatic

® Timely review of olc
® Alert to customer ca
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CONTROLS
DISBURSEMENIS
® Procedure manual
® Segregation of duties
® Limited access to che

® Positive pay

@ Safety features on ch
® Timely reconciliatio
® Properly approved dc
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® Procedure manual
® Segregation of dulti
® Limited accessto co

® Proper approval via
® Repetitive wire trans
@ Dollar limit for wire
@ Daily review of wire
® Monthly review of &

I-E S PRICENVATERHOUSH(QOPERS B




CONTROLS
INVESTMENIS
® Procedure manual-in
® Segregation of duties
® Limited accessto co
® Proper approval viac
® One account for func

® Safekeeping of secur
® Monthly review of b

I-E S PRICENVATERHOUSH(QOPERS B



CAN THIS HAPPENSIGNA®IY¥

® Yes! Don't kid yoursel
® Remember, fraud isacr
® Most frauds surprise o

@ Frauds occur for many r

— Personal financial prc
— Medical bills

— Drugs, alcohol or ge
— Disgruntled employe
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® Establish and docu
functions

® Update and review t
@ Conduct training

® Maintain segregatio

® Maintain physical se
— check stock
— signature plates/ actual
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How Do | ProtecisViyaEiiig
CONUAUEGS
@ Conduct periodic rev

® Communicate interne
vendors

@ Utilize bank products
® Screen new employes
® Know your check pri

@ Use fraud deterrent c
® Maintain separate acc
® Reconcile accounts p
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Who's RESpERSsNIsASHl:
ARV
® UCC saysthat rest

sguarely on the snc
check 1ssuerd!

® Fraud loss will mc

party whowasint
prevented the frauc
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Responsibilities Gifthe
® Exercise carein hiring

® Maintain sufficient in
check storage, Issuanc

® Examine bank statem
to detect fraud

@ Evaluate and acquire
/ containment product

OffIQEL)Y

® Notify the bank Imme
suspected

@ Consult your legal co
about your liabilities
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ResponsibiliitesieistisENsEll

® Banks must exercise ¢
|losses from counterfe

® They must act In gooc
reasonable commercize

@ Banksthat act in gooc

procedures similar to
may not be found neg
fraud
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ReSpOnSIbIII of IENSEe

Bulk Filing:

Since automated ¢
standard 1n the ban

not allow for inspe
the revised UCC,
liable for fraud |0s:
not INspect signatu
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Positive Pay As A Er@UGNEGSEHE
lfge elrelozicis

® Positive Pay does not have

on the in-clearing check wi
the bank. Sophisticated fo
the payee name only. Alte
threat, but one that can be
and secure name font

Very few banks have linkec
Altered or counterfeit chec

the teller window, and will |
largest banks are working c
banks have already done it
the bank

ANV E RGO
ExERREESS
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Positive Pay ASiA ElicalicNEGSSHPDEICIfEN

(U
Qb
-

® The first check that me
file will pay, even If it IS
original check will becc
review.

Some organizations la
create a file to send to

can, but their technolo
on other “mission-critic
over Positive Pay (unti
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Protecting PapeirCHECKS

Overt Security Features

@ Controlled Paper Stock
forgers for making check
check paper by buying it
order catalogs or directly
via 800 telephone numbe

® Water marks— Both true
copied or scanned.

® Warning bands— Are ex
security features and ma
experimenting. Are your
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Typefont size—if pri
fonts can be erased anc
or dollar amount

Laid lines— printed o

cut-and-paste artists.

Sequenced inventory
back of un-numbered |
checks and to discoura
stock.
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Protect PapeirCHECKS

Covert Security Featu

® Chemical-sensitive pap
commonly used to wash

e Copy Void Pantograph
on most machines.
Microprinting — Print t
and copiers to capture.

® Toner anchorage— Che
bonds the print toner intc
from the toner being lifte

® UV light-sensitive fiber
visible under UV light.
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Automatic

L ockbox
ACH

Pay Card
Purchase Cz
Automatic |
EDI
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